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K CBEAEHHUIO ABTOPOB!
[Ipu HampaBIEeHUY CTAaTbH B PEAAKITUIO HEOOXOIUMO COOIONATh CISAYIONINE TIPABHIIIA;

1. CraTps nomkHa OBITH IPEJCTaBICHA B IBYX SK3EMIUIIPAX, HA PYCCKOM HMJIM aHTITUHACKOM SI3bI-
Kax, HaTrleyaTaHHas yepe3 MoJITopa HHTepBaJjia Ha OIHOI CTOPOHE CTAHIAPTHOIO JIUCTA € INMPHHOI
JIEBOTO NOJIsI B TPHM caHTHMeTpa. Mcnonb3yemblil KOMIIBIOTEPHBII WPUQT U1 TEKCTa Ha PYCCKOM U
aHnuickoM s3bikax - Times New Roman (Kupuiuna), 115 TeKcTa Ha TPy3UHCKOM S3BIKE CIIEAYeT
ucnoip3oBath AcadNusx. Pasmep mpudra - 12. K pykonrcu, HaneyaTaHHOW Ha KOMITBIOTEPE, JTODKEH
o5ITh IprtoskeH CD co crarbeit.

2. Pa3Mep craTbu TOTKEH OBITH HE MEHEe NeCsTH 1 He OoJiee 1BaALATH CTPAHUI] MAITHOIINCH,
BKJIIOYAsl yKa3areJlb JINTepaTypsl U Pe3loMe Ha aHIJIMIICKOM, PYCCKOM U IPYy3HHCKOM SI3bIKaX.

3. B crarbe 10KHBI OBITH OCBEIICHBI AKTyaIbHOCTh JAHHOTO MaTepHalla, METOIBI U PE3YIIbTaThI
UCCIIeIOBaHUs U X 00CYyKACHHE.

[Ipu npencTaBiIeHNHN B IIeYaTh HAYYHBIX SKCIIEPUMEHTAIBHBIX PA0OT aBTOPHI JOJIKHBI YKa3bIBATH
BHUJl U KOJMYECTBO SKCIIEPUMEHTANBHBIX KUBOTHBIX, IPUMEHSBIINECS METOABl 00e300MMBaHUS U
YCBHIJICHHUS (B XOJI€ OCTPBIX OIIBITOB).

4. K crarbe JOIKHBI OBITH MIPUIIOMKEHBI KpaTKoe (Ha MOJICTPAaHUIIBI) Pe3OMe Ha aHIIIUICKOM,
PYCCKOM M IT'PY3HHCKOM $I3bIKax (BK/IIOYAIOLIEE CIELYOLINE pa3aesbl: Liedb UCCIeI0BaHNs, MaTepHual U
METOJIBI, PE3YJILTATHI M 3aKIIFOUSHHE) U CIIUCOK KITtoueBBIX cioB (key words).

5. Tabnunp! HEOOXOIUMO NPENCTABIATE B Ie4aTHOH hopme. DoTokonuu He npuHUMaroTcs. Bee
nu¢poBbie, HTOTOBbIE H NPOLIEHTHbIE JaHHbIE B Ta0JIMIaX J0JIKHbI COOTBETCTBOBATH TAKOBBIM B
TeKcTe cTaThbU. Tabiuibl U rpaduKu TOJKHBI OBITH 03aryIaBIICHBI.

6. dotorpadun AOIKHBI OBITH KOHTPACTHBIMHU, (POTOKOIHHU C PEHTTEHOTPAMM - B IO3UTUBHOM
n300paxeHuH. PUCYyHKH, yepTeXu U IuarpaMmbl clIeoyeT 03ariaBUTh, IPOHYMEPOBATh U BCTABUTH B
COOTBeTCTBYIOIIEe MecTo TekcTa B tiff opmare.

B noanucsix k MukpogotorpadgusaM cieayeT yKa3plBaTh CTEICHb yBEIMUCHUS Yepe3 OKYISP HITH
00BEKTUB U METOJ] OKPACKU WJIM UMIIPETHALIMH CPE30B.

7. ®aMUIUU OTEYECTBEHHBIX aBTOPOB MIPUBOJAATCS B OPUTHHAIBHON TPAHCKPUIILIUH.

8. I[Ipu opopmnennu u HampaBneHun crared B xypHanm MHI mpocum aBTOpOB cobmronars
NpaBUIIa, U3JI0KEHHBIE B « EMUHBIX TpeOOBaHUSIX K PYKOMHUCSM, IPEACTABISIEMBIM B OMOMEIUIIMHCKHUE
JKypHAJIbD», TPUHATHIX MeXIyHapOAHBIM KOMHUTETOM PEIAaKTOPOB MEAMLMHCKUX KYpHAJIOB -
http://www.spinesurgery.ru/files/publish.pdf u http://www.nlm.nih.gov/bsd/uniform_requirements.html
B koHIIe Kax 101 OPUTHHATIBHOM CTaThU MPUBOAUTCA OnOIHOrpadguyeckuii cnucok. B cnmncok nurepa-
TYPBI BKJIFOYAIOTCSl BCE MaTepHalibl, HA KOTOPBbIE UMEIOTCS CCBUIKU B TeKcTe. CIHUCOK COCTaBIAETCs B
andaBUTHOM MOpsAKe U HymMepyeTcs. JIutepaTypHblii HCTOYHMK NPUBOAUTCS Ha sI3bIKE OpUrMHaia. B
CIMCKE JINTEPATyPhl CHavYajia IPUBOIATCS PabOThI, HAMCAHHBIE 3HAKaMU TPY3MHCKOTO andaBuTa, 3aTeM
Kupwuien u naruHuneidl. CChUIKM Ha IUTHUPYEMble pabOThl B TEKCTE CTAaTbH JAIOTCS B KBaIpPaTHBIX
CKOOKax B BUJI€ HOMEPA, COOTBETCTBYIOLIETO HOMEPY JaHHOH pabOoThI B CIIMCKE TUTEPaTypbl. bonbmmH-
CTBO IIUTHPOBAHHBIX UCTOYHUKOB JOJKHBI OBITH 3a IMOCTIEAHNUE S5-7 JIET.

9. ns momydeHus MpaBa Ha MyONMKAIMIO CTaThs OJDKHA MMETh OT PYKOBOIUTENSI pabOTHI
WIN YUPEXKJCHUS BU3Y U CONPOBOIUTEIHHOE OTHOLLICHNUE, HAIMCAHHBIC WJIM HAlledaTaHHbIE Ha OJIaHKe
Y 3aBEPEHHBIE MOJIHCHIO U NIEYATHIO.

10. B koHIe cTaThU NOJKHBI OBITH MOAMHCH BCEX aBTOPOB, MOJHOCTBHIO MPUBEAEHBI UX
(amMuInM, UIMEHa U OTYECTBA, YKa3aHbl CIIy>KeOHBIN M AOMAIIHUI HOMEpa TeJIe(OHOB U agpeca MM
uHble koopAuHaThl. KomuuecTBo aBTOPOB (COABTOPOB) HE NOHKHO MPEBBIMIATH IISATH YEJIOBEK.

11. Penakuus ocraBisiet 3a cO00i MpaBo COKpaIaTh ¥ HCIPaBIATh cTarhi. Koppekrypa aBropam
HE BBICBUIAETCS, BCS paboTa U CBEpKa IPOBOAUTCS 110 aBTOPCKOMY OPHTHHAILY.

12. HemomycTuMoO HampaBiieHHE B pelaklMIo padoT, MpeICTaBICHHBIX K MeYaTH B MHBIX
M3/1aTeNbCTBAX WIIM OMYOJIMKOBAHHBIX B APYTHX U3JAHUSX.

Hpﬂ HApYHNIEHUH YKa3aHHBIX IPABUJI CTATbU HE PAaCCMAaTPUBAIOTCH.




REQUIREMENTS

Please note, materials submitted to the Editorial Office Staff are supposed to meet the following requirements:

1. Articles must be provided with a double copy, in English or Russian languages and typed or
compu-ter-printed on a single side of standard typing paper, with the left margin of 3 centimeters width,
and 1.5 spacing between the lines, typeface - Times New Roman (Cyrillic), print size - 12 (referring to
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be at least 10 pages and not exceed the limit of 20 pages of typed or computer-printed text.

3. Submitted material must include a coverage of a topical subject, research methods, results,
and review.

Authors of the scientific-research works must indicate the number of experimental biological spe-
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articles. Tables and graphs must be headed.
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mark out its top and bottom parts. Drawings must be accurate, drafts and diagrams drawn in Indian ink
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Accurately numbered subtitles for each illustration must be listed on a separate sheet of paper. In
the subtitles for the microphotographs please indicate the ocular and objective lens magnification power,
method of coloring or impregnation of the microscopic sections (preparations).

7. Please indicate last names, first and middle initials of the native authors, present names and initials
of the foreign authors in the transcription of the original language, enclose in parenthesis corresponding
number under which the author is listed in the reference materials.

8. Please follow guidance offered to authors by The International Committee of Medical Journal
Editors guidance in its Uniform Requirements for Manuscripts Submitted to Biomedical Journals publica-
tion available online at: http://www.nlm.nih.gov/bsd/uniform_requirements.html
http://www.icmje.org/urm_full.pdf
In GMN style for each work cited in the text, a bibliographic reference is given, and this is located at the end
of the article under the title “References”. All references cited in the text must be listed. The list of refer-
ences should be arranged alphabetically and then numbered. References are numbered in the text [numbers
in square brackets] and in the reference list and numbers are repeated throughout the text as needed. The
bibliographic description is given in the language of publication (citations in Georgian script are followed
by Cyrillic and Latin).

9. To obtain the rights of publication articles must be accompanied by a visa from the project in-
structor or the establishment, where the work has been performed, and a reference letter, both written or
typed on a special signed form, certified by a stamp or a seal.

10. Articles must be signed by all of the authors at the end, and they must be provided with a list of full
names, office and home phone numbers and addresses or other non-office locations where the authors could be
reached. The number of the authors (co-authors) must not exceed the limit of 5 people.

11. Editorial Staff reserves the rights to cut down in size and correct the articles. Proof-sheets are
not sent out to the authors. The entire editorial and collation work is performed according to the author’s
original text.

12. Sending in the works that have already been assigned to the press by other Editorial Staffs or
have been printed by other publishers is not permissible.

Articles that Fail to Meet the Aforementioned
Requirements are not Assigned to be Reviewed.
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Abstract.

Aim: The aim of the article is to analyze the current state of
functioning of the medical information space of Ukraine in order
to formulate scientifically sound proposals aimed at improving
the implementation of medical reform.

Materials and methods: The study is based on the analysis
of literary sources of Ukrainian and international scientists,
Ukrainian and foreign legislation and judicial practice. The
article uses general theoretical and special methods of scientific
cognition: theoretical analysis, systemic and structural, analysis
and synthesis, sociological and statistical, logical and semantic,
comparative and legal, method of ascent from the abstract to the
concrete, forecasting and generalization.

Results: One ofthe key categories of the reform of the Ukrainian
national medical sphere - the unified medical information space
and its constituent elements - is studied. The electronic health
care system, which stores medical data about patients in a single
place and ensures their exchange between medical institutions,
is analyzed. Emphasis is placed on the possibilities of using
telemedicine and artificial intelligence, which play a key role
in the development of the unified medical information space in
accordance with global trends. The importance of legislative
provision of efficiency and safety of the unified medical space
is emphasized. It is about regulating the protection of personal
data, establishing technical standards and requirements for
medical information systems, ensuring confidentiality, integrity
and data availability of the unified medical information space.

Conclusions: Conclusions are drawn about the importance
of proper functioning of each of the elements of the unified
medical information space, both individually and in conjunction
with each other. The authors' vision of improving the existing
system of the unified medical information space is presented.

Key words. Medical space, e-health, information system,
healthcare, licensing, medical data security, electronic medical
record.

Introduction.

In recent years, the development and implementation of
healthcare information systems has undergone a major evolution
in the world. The organization of the healthcare system in
Ukraine has also changed significantly, as the disease-oriented
approach has been replaced by a patient-centered approach, and
the quantitative strategy based on volumes has been replaced by
qualitative approaches to healthcare delivery.

The implementation of these changes is accompanied by
a change in the tasks set by the modern healthcare system.
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Currently, the vector is focused on the use of electronic services,
automation of medical services accounting and medical
information management through the introduction of electronic
document management in the field of healthcare. Thus, the
introduction of electronic medical records in the healthcare
system can provide many benefits to doctors, patients, and
medical services.

At a time when the population of Ukraine faces significant
difficulties in various spheres of life, the issue of ensuring an
adequate level of health and preserving the life of the nation
is becoming particularly relevant. In this context, medical care
performs not only a direct function, but is also a kind of criterion
for the level of performance of the health care system and public
policy in general.

The above makes it necessary to analyze the current state of
functioning of the medical information space of Ukraine and
its elements in the context of medical reform, as well as to
formulate proposals for possible improvement of this process,
which may affect the practical implementation of the medical
sector reform.

Literature review.

In recent years, many scholars have devoted their work
to studying the problems of implementation and proper
functioning of the unified healthcare information space, as
well as certain aspects of its functioning both in Ukraine and in
foreign countries.

Various aspects of the functioning of the unified healthcare
information space were studied in doctoral and PhD theses and
monographs. For example, L. Krynychko [1] in her dissertation
identified the directions of development of the information and
communication system of public administration of the health
care system. N. Melnykova [2] studied the process of processing
and analyzing personalized medical data, in particular, using
artificial intelligence. A monograph authored by a group of
scientists and practitioners entitled “Unified medical space
of Ukraine: legal dimension” [3], which explores the current
problems of creating and functioning of the unified medical
information space in Ukraine, was extremely innovative. In the
collective monograph "Information technologies in the field of
health care" [4] the theoretical and methodological principles
and practical aspects of the implementation of information
technologies in the field of health care are highlighted.

Chaban O, Boyko O. [5] considered the current state of
implementation of medical information systems in Ukraine
and abroad, studied and analyzed the problems of creating the
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unified medical information space. N. Schwalbe & B. Wahl
[6] studied artificial intelligence and its impact on the global
healthcare system in the future. Thus, after analyzing the
scientific works of Ukrainian and some foreign scientists on the
issues outlined in this article, it can be argued that their research
is mainly devoted to the study of various types of information
systems and their interaction, the use of artificial intelligence in
the medical field, international information communication, etc.
However, it remains important to define and study the structure
and characteristics of the unified medical information space
in the legal dimension and to identify vectors for its further
development.

Methodology of the study.

Both general theoretical and special methods of scientific
knowledge were used in the article. Using the method of
theoretical analysis, the concept of a single medical information
space was formulated. The system-structural method was
used to determine the constituent elements of a single medical
information space and their relationship. The methods of
analysis and synthesis were used during the characterization
of the national medical information system, the possibilities
of telemedicine, the use of artificial intelligence for processing
medical data, as well as the strengthening of digital security.
Sociological and statistical methods were used to generalize
empirical data regarding the connections of medical information
systems to the electronic health care system, which are checked
according to technical requirements and security. The use
of the logical-semantic method provided an opportunity to
systematically analyze probable risks in the medical information
field and offer recommendations that would contribute to their
reduction. Using the comparative legal method, an analysis of
literary sources, legal acts of Ukraine, international legal acts
and court practice was carried out, which allowed to identify
gaps in legal regulation. Using the method of ascent from the
abstract to the concrete, a real threat to the confidentiality of
medical data was demonstrated. Forecasting and generalization
methods were used to determine the development vectors of the
unified medical information space.

Results and Discussion.

One of the key categories in the context of reforming the
medical sphere is the term "unified medical space". Many
works of scientists from various sciences (economic, medical,
public administration, etc.) are devoted to the interpretation of
this category. At the same time, the literature distinguishes the
unified medical space in two meanings. In a narrow, as a system
of a nationwide network of medical and preventive institutions
[7, p.340] and broad, as a system of organizing medical care,
which ensures the availability, quality and efficiency of qualified
care for the entire population of the state and unites all medical
resources through joint management and a defined financing
mechanism [8, p. 64]. We note that according to V. Savytskyi,
the unified medical space is a comprehensive balanced system
of health care, which, based on the implementation of world best
practices, is aimed at the optimal use of forces and means [9]. R.
Maydanyk points out that the goal of the unified medical space
is to protect health by all permissible social regulators (legal,
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economic, ethical, religious, etc.) on the basis of sustainable
development and a fair guaranteed level of medical care, which
reflects the realities and practical opportunities for improving
the situation in sphere of health care [10].

National medical information system.

Today, an urgent issue for Ukraine is the improvement of the
national information system, which is one of the components
of the unified medical space. This system is designed to store
medical data about patients' health in a single place - the
electronic health care system. It consists of a central database
and medical information systems. The central database of the
electronic health care system contains the register of patients,
register of medical records, registers of declarations on the
choice of doctors, register of medical opinions and other
registers. Medical professionals, pharmacists and laboratory
workers can work with the central database only through
medical information systems [11]. Instead, medical information
systems are information and communication systems that allow
hospitals, laboratories and pharmacies to automate their work
and interact with the central database of the electronic health
care system. Currently, more than 35 medical information
systems are connected to the system, which are checked
according to technical requirements and security. In addition,
the organization of the work of medical institutions can be
provided by other services, such as an appointment with a
doctor (for example, HELSI), an accounting module, etc.

In this way, doctors can add, view and exchange information
in the electronic health care system, pharmacists can view data
on electronic prescriptions and pay them, and patients can use
electronic prescriptions, e-referral and other digital services.
It should be noted that the state owns the central database.
Therefore, the responsibility for the protection of personal data
rests with the owner of the system - the National Health Service
of Ukraine, as well as directly with those medical workers who
process personal data [12].

At the same time, initiatives are being updated at the national
and European levels to store data on patient treatment in
electronic medical records [13]. An electronic medical record
is defined as an electronic version of a patient's medical history
that is maintained by a healthcare provider for a period of time
and includes all relevant information: demographics, course
of illness, progress reports, prescribed treatment, diagnosis,
immunization reports, laboratory data, etc. The issue currently
being discussed within the EU in the context of cross-border
health care is the existence of nationwide systems of electronic
medical records and their accessibility across borders [14].

Usually, medical information optimization processes are
accompanied by large sets of data that cannot be received,
processed and sent without special transformation. Thus,
digitized health information is more portable and can be
transferred between healthcare facilities. Storing patient data
digitally also makes it easier to search for specific information
and allows for better preparation for patient care [15].

Medical information systems are critical components of the
modern construction and functioning of the unified medical
space system, as they allow storing, managing and exchanging
medical records and other patient data, promote the use of



evidence-based medicine, simplify record keeping and ensure
their mobility. This is confirmed by M. Spivak, who notes that
it is a means of coordination and integration between levels
of medical care in order to introduce a new system of quality
management [16].

With the help of unique patient identifiers, medical data from
different healthcare systems must be linked and integrated.
This way, information follows patients as they move between
healthcare facilities and healthcare providers. However, there
is a need to define standards to harmonize different types of
medical data and develop the capacity to update and use them.
For example, on April 24, 2024, the European Parliament
approved the creation of the European Health Data Space
(EHDS). The European Health Data Space will provide a
real opportunity to access medical data and exchange medical
information between the national systems of different Member
States, which is especially important in the context of significant
population migration. Member states will ensure that patient
medical records, electronic prescriptions, laboratory tests, etc.
comply with the common European format. In addition, to
protect the rights of its citizens, each state must ensure that the
responsible public authority participates in the cross-border
digital infrastructure to support patients in exchanging data
abroad. At the same time, it is envisaged to create a reliable
legal framework for the use of health data for research and
innovation, development of new treatments, vaccines or medical
devices, etc. [17].

Telemedicine opportunities.

A significant breakthrough in the development of digital
information transmission channels and global network
communications, the ability to respond quickly to changes
in the development of the electronic healthcare system,
scaling it up, leads to the introduction of telemedicine. It is a
health-related service provided through telecommunication
and electronic information technologies and has a wide
range of uses, including online patient consultations, remote
diagnostics, remote counselling and treatment, remote physical
and psychological rehabilitation. Telemedicine refers to the
integrated use of information technologies for the transmission
of medical information and communication at a certain distance
and even over significant territorial distances.

It is worth noting that according to the Order of the Ministry
of Health of Ukraine No. 681 dated 19.10.2015 “On approval
of regulatory documents on the application of telemedicine in
the sphere of health safety”, the main objectives of telemedicine
include: creation of the unified medical space, ensuring the
provision of medical care to patients at a distance, preservation
of medical secrecy and confidentiality, its integrity, promotion
of quality improvement and optimization of healthcare
organization and management processes [18].

The use of remote technologies using the information
environment allows for fast medical care, improves the quality
and productivity of emergency care, reduces the time to diagnose
and saves costs for both doctors and patients by optimizing
clinical procedures and reducing the cost of travel to hospitals.
The ability to exchange information remotely also facilitates
communication between medical professionals of different
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specializations. Doctors will be able to consult in real time with
colleagues and other specialists regarding the correct diagnosis
(especially in an emergency), prescription and correction
of treatment, remote monitoring of patients' condition, etc.
Examination reports, anamnesis, medical reports, X-rays, or
other medical information are sent by the expert to the doctor
for processing. Specialists can communicate electronically or
arrange a virtual meeting. Such consultations eliminate the need
for referrals to specialists, which significantly saves time for
diagnosis and treatment.

However, it should be noted that the following main tasks
need to be addressed in order to widely implement the use
of telemedicine: 1) to develop an appropriate state policy on
legislative regulation of telemedicine, licensing of healthcare
operators, protection of patient confidentiality; 2) to develop
and disseminate practical recommendations for the use of
telemedicine in different contexts and for different recipients;
3) to integrate telemedicine into traditional healthcare services;
4) to popularize the use of telemedicine among healthcare
professionals and patients; 5) to make the use of telemedicine
accessible to different countries and population groups, to
overcome inequalities in access to healthcare services. If the
above requirements are met, remote patient care will be an
indispensable alternative for healthcare systems around the
world in the future, which will significantly improve patient
care and the availability and quality of healthcare.

Application of artificial intelligence for processing medical data.

In fact, the use of information technology is becoming more
and more accessible for use in medical activities, given how
actively various IT developments are being implemented both
in everyday life and at all stages of healthcare. Of course,
the development of the unified medical information space is
impossible to imagine without the use of artificial intelligence,
which plays a key role in automation processes. Artificial
intelligence can greatly assist doctors by automatically
identifying potential problems and notifying medical staff
about them. The use of electronic analytical data can reduce
the likelihood of misdiagnoses and, consequently, medical
malpractice claims.

We believe that there are two main and most effective areas of
artificial intelligence application in the healthcare sector:

1) medical practice, as the use of artificial intelligence
increases the speed and accuracy of diagnostics in such areas
as cardiology, gastroenterology, neurology, endocrinology, and
others. Artificial intelligence systems are capable of collecting
and processing a significant amount of information, for example,
on a patient's medical history, examination data, current health
status, etc.

2) organizing the effective functioning of the healthcare industry
in general, and medical institutions in particular. By analyzing
large amounts of information, artificial intelligence is able to
perform the organizational function of healthcare professionals,
which includes organizing patient data, exchanging information
between specialists and medical institutions, and making
preventive, generalized, and most optimal decisions.

Scientists N. Schwalbe & B. Wahl have identified four main
areas of artificial intelligence use in healthcare: diagnostics,



risk assessment of disease or mortality, disease outbreak
control and surveillance, and healthcare policy and planning
[6]. However, despite the growing enthusiasm for expanding
the role of artificial intelligence in healthcare, there are many
ethical challenges related to patient safety, informed consent,
confidentiality, and protection of medical information. Thus,
there have already been questionable cases of handling patient
data. For example, the transfer of 1,6 million patient records
by the London’s Royal Free Hospital to the Google subsidiary
Deep Mind for the creation of a health-care app addressing the
detection of acute kidney injury has been questioned [19].

The use of artificial intelligence is more supported among
patients and may meet with some resistance from healthcare
professionals, particularly doctors. Such reservations arise for
the following reasons: 1) unpreparedness for the potential of
digital medicine is caused by a lack of knowledge and skills in its
application due to the lack of basic and continuing education; 2)
increased administrative burden associated with the digitization
of medical records; 3) there is a growing fear of the risk that
artificial intelligence will replace doctors, although a more
correct and reasonable position is that artificial intelligence will
complement the doctor's professionalism in the future; 4) there
is no proper legal framework that would enshrine the concept of
liability in case of acceptance or rejection of recommendations
on the algorithm proposed by artificial intelligence, since the
entire burden of legal consequences is placed on the doctor.

Thus, the introduction of artificial intelligence in medical
practice and for processing and analyzing medical information
is a promising area of development that is rapidly evolving
along with other modern fields of medicine and teleconsulting.
However, the use of artificial intelligence requires further study
and verification. In addition, more research will be needed to
demonstrate its effectiveness, value, and positive impact on
patient care and outcomes. Particular attention should be paid
to cost-effective Al models and products to enable widespread
and affordable use in a variety of healthcare settings. Physicians
should not view the use of Al as “man vs. machine,” but rather
as a partnership and a way to increase efficiency to further
improve patient outcomes.

Digital security and privacy of medical data.

An important role in the organization of health care is played
by the legal regulation of social relations, including relations
in the field of medical assistance. Thus, the provision of
medical services will be considered effective only if there is a
scientifically based and effective mechanism of legal regulation
that meets modern needs [20].

The following laws of Ukraine regulate the operation of the
electronic healthcare system, the grounds and procedure for
the use of personal medical data: “Fundamentals of legislation
on health care” [21], ‘On personal data protection’ [22], "On
state financial guarantees of medical care of the population"
[23], "About information" [24], "About information protection
in information and telecommunication systems" [25], "About
electronic documents and electronic document management"
[26], "About electronic identification and electronic trust
services" [27] .
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Among the subordinate legal acts, the Resolution of the Cabinet
of Ministers of Ukraine "Some issues of the electronic health
care system" [28] should be highlighted. Thus, paragraphs 52-
62 of Resolution No. 411 define the conditions for connecting
to the electronic health care system. It is about compliance with
the technical requirements put forward by the National Health
Service of Ukraine, namely: confidentiality, data integrity and
access delimitation.

T. Dehling and A. Sunyaev also believe that the main
requirements for information technology security are:

1) Confidentiality, which protects information from
unauthorized deletion or unwanted modification by authorized
users.

2) Data integrity, which allows for efficient queries for
processing, analyzing information and transferring it between
healthcare institutions.

3) Availability, which ensures that the system should be
available and fully functional at any time whenever an
authorized user needs it. Availability covers several aspects,
such as scalability, resilience, and the ability to recover data in
the event of data loss for any reason [29].

The electronic healthcare system is subject to verification
testing prior to the start of operation, as well as periodic
retesting during operation. To gain access to the system, the
user must be registered, and this can only be done by the head
of the institution or an employee dealing with personnel issues.
The user can be a doctor, paramedic, or pharmacist. It is also
worth noting that a healthcare professional should use the right
to access a patient's personal data solely within the scope of his
or her medical duties.

However, the amount of medical information stored by
electronic information systems creates security risks and
challenges associated with their use. Therefore, to remain
effective, such a system must be fault tolerant, secure,
confidential, and compliant with security policies.

As practice shows, one of the most important security issues
in healthcare information systems is unauthorized access to
patient information, for example, due to viruses or other forms
of cyberattacks [30]. The catastrophic impact of security and
privacy breaches was seen in the WannaCry ransomware
episode [31]. These organisations might use outdated hardware
and software, and staff too often use default passwords [32].
An illustrative example of the unfair use of medical data is the
ECHR judgment in Biriuk v. Lithuania. The applicant demanded
damages from a daily newspaper for publishing an article with
information that she was HIV-positive. This information was
allegedly confirmed by doctors at a local hospital. The Court
stated that the protection of personal data, including medical
data, is of fundamental importance for the satisfaction of the
right of an individual to respect for his or her private and family
life, as guaranteed by Article 8 of the ECHR. Therefore, the
medical staff of the hospital provided information about the
HIV-infected applicant, openly violating the duty to keep
medical secrecy, and the state did not ensure the applicant's
right to respect for her private life [33].

Fraudsters can use the data of medical institutions and create
fake identification documents to steal medical information for



the purpose of abuse: providing false information to insurance
companies for undue benefit, reselling medical equipment,
manipulating the circulation of medicines, etc. [34].

A common problem is also the loss or theft of devices that
store patient data (laptops, mobile devices) used by healthcare
professionals for access [28]. Thus, the lack of proper training
of medical staff in the safe handling of patient data (failure to
comply with confidential information protection practices, use
of outdated hardware and software, and standard passwords)
leads to leakage of such information.

To ensure public trust in the safety of medical data, its use
and exchange, healthcare facilities should have and adhere to
clear data security and cybersecurity standards, such as regular
software updates, prevention of data leakage, use of virtual local
area networks and secure cloud environments, etc.

Conclusion.

Summarizing the above, it can be stated that the unified
healthcare information space is a unified system for the exchange
of medical data between governing bodies and individual
healthcare institutions using technological means, which is
designed to ensure the availability, quality and effectiveness of
qualified medical care for the entire population of the state.

Thus, the components of the unified healthcare information
space are:

1. Technical architecture (software architecture), which is
ensured through the enormous scientific and human resources
potential in the field of technology in Ukraine. At the same time,
there is a need to define standards to harmonize different types
of medical data and develop the capacity to use and protect
them. For example, in Europe, the European Commission has
committed itself to removing barriers to “fully mature and
interoperable electronic health systems in Europe” and has
approved a recommendation for a European format for the
exchange of electronic health records (EHR) [35].

2. Legal and regulatory framework, as the legal framework
regulates all aspects of the system, ensuring its efficiency, safety
and compliance with patients' rights.

3. Information, which occupies a special place in the structure
of the unified medical information space. A prerequisite for the
use of information is the ability to process it in accordance with
a specific legal purpose and taking into account the requirements
of the legislation in the field of personal data protection and
technical data protection in information and telecommunication
systems.

4. Medical services, the intellectualization of which improves
the quality and accessibility of medical care.

5. Governance, because for the sustainable and coordinated
development of the unified medical information space
environment, the relevant authorities and organizations should
be involved with a clear distribution of tasks.

The current state of affairs shows that the main obstacle is the
guarantee of medical data security, which undermines public
confidence in the processes of medical technologization. After
all, ensuring guarantees of non-disclosure of confidential
information about an individual in the healthcare sector is one
of the key tasks of the mechanism for protecting the legitimate
interests of citizens [37]. In fact, today there is no ideal solution
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that could guarantee complete confidentiality and security of
medical information.

However, there are several important recommendations that
can help reduce risks: providing access to confidential medical
information only to authorized users; using strong passwords
and two-factor authentication; using secure protocols for
medical data transmission; organizing secure data storage
(secure databases and backup systems); training healthcare
professionals in how to work with protected information (since
most privacy violations occur through the actions of users).

Despite the fact that Ukraine is currently under martial law and
the most acute problems are related to the military confrontation
with armed aggression, the issues of improving the functioning
of the healthcare system are not only still relevant, but also
extremely important. They are currently an integral part of
the country's future reconstruction. Accordingly, the proper
operation of healthcare institutions is one of the prerequisites
for the quality functioning of the healthcare system and the
provision of preventive, therapeutic, rehabilitation and other
services to citizens.

However, only after all these aspects of the unified healthcare
information space are met and the organizational changes are
completed, can the system be fully integrated and effective.
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