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K CBEAEHHUIO ABTOPOB!
[Ipu HampaBIEeHUY CTAaTbH B PEAAKITUIO HEOOXOIUMO COOIONATh CISAYIONINE TIPABHIIIA;

1. CraTps nomkHa OBITH IPEJCTaBICHA B IBYX SK3EMIUIIPAX, HA PYCCKOM HMJIM aHTITUHACKOM SI3bI-
Kax, HaTrleyaTaHHas yepe3 MoJITopa HHTepBaJjia Ha OIHOI CTOPOHE CTAHIAPTHOIO JIUCTA € INMPHHOI
JIEBOTO NOJIsI B TPHM caHTHMeTpa. Mcnonb3yemblil KOMIIBIOTEPHBII WPUQT U1 TEKCTa Ha PYCCKOM U
aHnuickoM s3bikax - Times New Roman (Kupuiuna), 115 TeKcTa Ha TPy3UHCKOM S3BIKE CIIEAYeT
ucnoip3oBath AcadNusx. Pasmep mpudra - 12. K pykonrcu, HaneyaTaHHOW Ha KOMITBIOTEPE, JTODKEH
o5ITh IprtoskeH CD co crarbeit.

2. Pa3Mep craTbu TOTKEH OBITH HE MEHEe NeCsTH 1 He OoJiee 1BaALATH CTPAHUI] MAITHOIINCH,
BKJIIOYAsl yKa3areJlb JINTepaTypsl U Pe3loMe Ha aHIJIMIICKOM, PYCCKOM U IPYy3HHCKOM SI3bIKaX.

3. B crarbe 10KHBI OBITH OCBEIICHBI AKTyaIbHOCTh JAHHOTO MaTepHalla, METOIBI U PE3YIIbTaThI
UCCIIeIOBaHUs U X 00CYyKACHHE.

[Ipu npencTaBiIeHNHN B IIeYaTh HAYYHBIX SKCIIEPUMEHTAIBHBIX PA0OT aBTOPHI JOJIKHBI YKa3bIBATH
BHUJl U KOJMYECTBO SKCIIEPUMEHTANBHBIX KUBOTHBIX, IPUMEHSBIINECS METOABl 00e300MMBaHUS U
YCBHIJICHHUS (B XOJI€ OCTPBIX OIIBITOB).

4. K crarbe JOIKHBI OBITH MIPUIIOMKEHBI KpaTKoe (Ha MOJICTPAaHUIIBI) Pe3OMe Ha aHIIIUICKOM,
PYCCKOM M IT'PY3HHCKOM $I3bIKax (BK/IIOYAIOLIEE CIELYOLINE pa3aesbl: Liedb UCCIeI0BaHNs, MaTepHual U
METOJIBI, PE3YJILTATHI M 3aKIIFOUSHHE) U CIIUCOK KITtoueBBIX cioB (key words).

5. Tabnunp! HEOOXOIUMO NPENCTABIATE B Ie4aTHOH hopme. DoTokonuu He npuHUMaroTcs. Bee
nu¢poBbie, HTOTOBbIE H NPOLIEHTHbIE JaHHbIE B Ta0JIMIaX J0JIKHbI COOTBETCTBOBATH TAKOBBIM B
TeKcTe cTaThbU. Tabiuibl U rpaduKu TOJKHBI OBITH 03aryIaBIICHBI.

6. dotorpadun AOIKHBI OBITH KOHTPACTHBIMHU, (POTOKOIHHU C PEHTTEHOTPAMM - B IO3UTUBHOM
n300paxeHuH. PUCYyHKH, yepTeXu U IuarpaMmbl clIeoyeT 03ariaBUTh, IPOHYMEPOBATh U BCTABUTH B
COOTBeTCTBYIOIIEe MecTo TekcTa B tiff opmare.

B noanucsix k MukpogotorpadgusaM cieayeT yKa3plBaTh CTEICHb yBEIMUCHUS Yepe3 OKYISP HITH
00BEKTUB U METOJ] OKPACKU WJIM UMIIPETHALIMH CPE30B.

7. ®aMUIUU OTEYECTBEHHBIX aBTOPOB MIPUBOJAATCS B OPUTHHAIBHON TPAHCKPUIILIUH.

8. I[Ipu opopmnennu u HampaBneHun crared B xypHanm MHI mpocum aBTOpOB cobmronars
NpaBUIIa, U3JI0KEHHBIE B « EMUHBIX TpeOOBaHUSIX K PYKOMHUCSM, IPEACTABISIEMBIM B OMOMEIUIIMHCKHUE
JKypHAJIbD», TPUHATHIX MeXIyHapOAHBIM KOMHUTETOM PEIAaKTOPOB MEAMLMHCKUX KYpHAJIOB -
http://www.spinesurgery.ru/files/publish.pdf u http://www.nlm.nih.gov/bsd/uniform_requirements.html
B koHIIe Kax 101 OPUTHHATIBHOM CTaThU MPUBOAUTCA OnOIHOrpadguyeckuii cnucok. B cnmncok nurepa-
TYPBI BKJIFOYAIOTCSl BCE MaTepHalibl, HA KOTOPBbIE UMEIOTCS CCBUIKU B TeKcTe. CIHUCOK COCTaBIAETCs B
andaBUTHOM MOpsAKe U HymMepyeTcs. JIutepaTypHblii HCTOYHMK NPUBOAUTCS Ha sI3bIKE OpUrMHaia. B
CIMCKE JINTEPATyPhl CHavYajia IPUBOIATCS PabOThI, HAMCAHHBIE 3HAKaMU TPY3MHCKOTO andaBuTa, 3aTeM
Kupwuien u naruHuneidl. CChUIKM Ha IUTHUPYEMble pabOThl B TEKCTE CTAaTbH JAIOTCS B KBaIpPaTHBIX
CKOOKax B BUJI€ HOMEPA, COOTBETCTBYIOLIETO HOMEPY JaHHOH pabOoThI B CIIMCKE TUTEPaTypbl. bonbmmH-
CTBO IIUTHPOBAHHBIX UCTOYHUKOB JOJKHBI OBITH 3a IMOCTIEAHNUE S5-7 JIET.

9. ns momydeHus MpaBa Ha MyONMKAIMIO CTaThs OJDKHA MMETh OT PYKOBOIUTENSI pabOTHI
WIN YUPEXKJCHUS BU3Y U CONPOBOIUTEIHHOE OTHOLLICHNUE, HAIMCAHHBIC WJIM HAlledaTaHHbIE Ha OJIaHKe
Y 3aBEPEHHBIE MOJIHCHIO U NIEYATHIO.

10. B koHIe cTaThU NOJKHBI OBITH MOAMHCH BCEX aBTOPOB, MOJHOCTBHIO MPUBEAEHBI UX
(amMuInM, UIMEHa U OTYECTBA, YKa3aHbl CIIy>KeOHBIN M AOMAIIHUI HOMEpa TeJIe(OHOB U agpeca MM
uHble koopAuHaThl. KomuuecTBo aBTOPOB (COABTOPOB) HE NOHKHO MPEBBIMIATH IISATH YEJIOBEK.

11. Penakuus ocraBisiet 3a cO00i MpaBo COKpaIaTh ¥ HCIPaBIATh cTarhi. Koppekrypa aBropam
HE BBICBUIAETCS, BCS paboTa U CBEpKa IPOBOAUTCS 110 aBTOPCKOMY OPHTHHAILY.

12. HemomycTuMoO HampaBiieHHE B pelaklMIo padoT, MpeICTaBICHHBIX K MeYaTH B MHBIX
M3/1aTeNbCTBAX WIIM OMYOJIMKOBAHHBIX B APYTHX U3JAHUSX.

Hpﬂ HApYHNIEHUH YKa3aHHBIX IPABUJI CTATbU HE PAaCCMAaTPUBAIOTCH.
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11. Editorial Staff reserves the rights to cut down in size and correct the articles. Proof-sheets are
not sent out to the authors. The entire editorial and collation work is performed according to the author’s
original text.

12. Sending in the works that have already been assigned to the press by other Editorial Staffs or
have been printed by other publishers is not permissible.

Articles that Fail to Meet the Aforementioned
Requirements are not Assigned to be Reviewed.
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Abstract.

Aim: The aim of the article is to analyze the legal aspects and
mechanisms of confidential medical information protection
about an individual in the health care sphere in Ukraine.

Materials and methods: During the scientific research,
various methods of cognition of legal phenomena were used.
Among the general scientific approaches, the dialectical
method was primarily used, which allowed to identify trends
in the development of patient information rights and formulate
proposals for improving legislation in the field of medical data
protection. The formal-legal method was used to provide a
comprehensive characterization of the EU (European Union)
and Ukrainian legislation in the sphere of confidential medical
information protection. Additionally, general scientific logical
methods (analysis and synthesis, comparison and analogy,
abstraction, and modeling) were used in order to study the
problems of information relations in the medical field and
establish legal liability for violation of the confidentiality of
such information.

Results: The definitions of medical data, medical information,
confidential medical data, and medical confidentiality have been
researched and compared. The article identified the legitimate
grounds for disclosing confidential medical information about
an individual in the healthcare sector. Authors revealed the
gaps in Ukrainian legislation regarding the confidential medical
data protection by healthcare professionals and electronic
medical systems regulators. The necessity of expanding the
list of subjects responsible for preserving confidential medical
information has been substantiated. The study explored the case
law of the European Court of Human Rights in the field of the
medical data confidentiality violation. It has been outlined the
potential judicial remedies and liability for violating the right to
personal medical information confidentiality of an individual in
the healthcare sector.

Conclusions: The legal grounds and cases of possible lawful
disclosure of confidential medical information have been
analyzed. Attention has been drawn to the insufficient regulation
of access to medical confidentiality during martial law. It
has been emphasized that the mechanism for protecting the
violated right to confidentiality of medical information involves
appealing to the Ukrainian Parliament Commissioner for Human
Rights or to the court. The increasing role of international legal
acts in ensuring the protection of medical data in the European
Union and Ukraine has been highlighted.

Key words. Medical data, personal data, court, justice,
disclosure of medical confidentiality, liability for disclosure of
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confidential medical information, information protection.
Introduction.

Protecting confidential information about an individual in the
healthcare sector is an integral part of their right to medical
care. The new technologies in healthcare systems are using
advanced approaches for a comprehensive transformation
of the traditional medical system. The key task of the state
is the rapid deployment of infrastructure for the provision of
socially significant medical services [1]. Modern applications
and tools simplify access to medical information for practicing
doctors and patients themselves. The individual nature of the
relationship between a patient and a doctor gives rise to specific
aspects of using confidential information about an individual in
the healthcare sector, including those related to doctor-patient
confidentiality and patients privacy. At the same time, under
the influence of technical and human factors, the security of
medical data is a serious problem in the healthcare system.
Raising awareness and proper staff training on data security and
confidentiality plays a key role in strengthening the protection of
medical information, including in electronic systems. Therefore,
the protection of confidential medical data is a fundamental
challenge that requires the development of effective legislative
norms, innovative strategies to support secure transmission and
processing of medical information, as well as the development
and provision of methods to protect violated patient rights.

Materials and Methods.

During the scientific research, various methods of cognition
of legal phenomena were used. Among the general scientific
approaches, the dialectical method was primarily used, which
allowed identifying trends in the development of patient
information rights and formulating proposals for improving
legislation in the field of medical data protection. The formal
legal method was applied for a comprehensive characterization
of the European Union and Ukrainian legislation. The
interpretation of law was used to reveal the content of relevant
legal norms and comprehend evaluative concepts. Studying
legal practice helped to generalize the law enforcement practice
of Ukrainian courts and the European Court of Human Rights.
Additionally, general scientific logical methods (analysis and
synthesis, comparison and analogy, abstraction, and modeling)
were used to study the problems of information relations in the
medical field and establish legal liability for violation of the
confidentiality of such information.

Since legal relations in the field of personal medical data
security are regulated by various branches of law: civil, criminal,
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and administrative, the materials of the article included legal
acts regulating the field of medical information protection
both in Ukraine and the European Union. Among them are the
Universal Declaration of Human Rights, the Convention for
the Protection of Human Rights and Fundamental Freedoms,
the World Medical Assembly Declaration of Lisbon on the
Rights of the Patient, World Medical Assembly Statement on
Patient Advocacy and Confidentiality, European Union General
Data Protection Regulation, case law of the European Court of
Human Rights, and others. In addition, Ukrainian legislation was
studied: the Constitution of Ukraine, the Civil Code of Ukraine,
the Law of Ukraine "On Personal Data Protection"; scientific
works of Ukrainian and foreign scholars on confidentiality in
healthcare.

The aim of the article is to analyze the legal aspects and
mechanisms for protecting confidential medical information
about an individual in the healthcare sector in Ukraine. The
main objective of the article is to study the categories of medical
data, medical secrecy, and doctor-patient confidentiality, their
correlation and legal regime, as well as issues of personal
data processing in the medical field in accordance with
domestic legislation and European norms. The authors define
the mechanism for protecting the right to personal medical
information confidentiality and liability for its violation by
doctors and administrators of electronic medical systems.

Results and Discussion.

Categorical apparatus of the medical information regulation:

With the development of modern technologies, the role and
importance of information legal relations in the medical field
are only increasing. The legal relationship between a doctor and
a patient arises after signing a contract between them, the terms
of which are binding on both parties, as well as with the consent
of the patient for further actions of the doctor [2]. By entering
into a legal relationship regarding the provision of medical care,
the patient exercises not only their right to receive information
about their own health condition but also has the right to demand
compliance with the lawful use of this information.

Proper understanding of key concepts and categories is
a necessary prerequisite for effective legal regulation of
information relations in the field of confidential medical
information protection and ensuring the legal status of the
patient. The current legislation of Ukraine, international
documents, and scientific literature operate with different terms
to denote information about a person's health condition, data on
seeking medical care, etc. The most common are the concepts
of "medical data", "personal data", and "medical secrecy".
Distinguishing and clarifying the content of these concepts
is essential for determining the appropriate legal regime for
handling the relevant information, establishing confidentiality
requirements, access restrictions, and the procedure for use and
disclosure.

The Ukrainian legislation lacks a unified definition of the
concepts "medical data" or "medical information". Different
terms are used to denote these categories:

- "information about health condition" (Article 285 of the Civil
Code of Ukraine).
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- "confidentiality about health condition, the fact of seeking
medical care, diagnosis, as well as information obtained during
a medical examination" (Article 39-1 of the Law of Ukraine
"Fundamentals of the Legislation of Ukraine on Health Care").

A broader definition of "medical information" is contained
in subparagraph 8, paragraph 2 of the Procedure for the
Functioning of the Electronic Healthcare System. According
to it, medical information is information about the patient's
health condition, their diagnosis, information obtained during
a medical examination, including relevant medical documents
related to the patient's health [3].

The decision of the Constitutional Court of Ukraine in the case
on the official interpretation of Articles 3, 23, 31, 47, 48 of the
Law of Ukraine "On Information" and Article 12 of the Law of
Ukraine "On the Public Prosecutor's Office" states that medical
information, i.e. evidence of a person's health status, medical
history, the purpose of the proposed research and treatment
measures, the forecast of possible development of the disease,
including the presence of a risk to life and health, by its legal
regime is confidential, i.e. information with limited access [4].

According to Article 2 of the Law of Ukraine "On Personal
Data Protection", personal data is defined as information or a
set of information about an individual who is identified or can
be identified. The General Data Protection Regulation defines
"personal data" as any information relating to an identified
or identifiable natural person ("data subject"), directly or
indirectly, in particular by reference to an identifier such as a
name, identification number, location data, online identifier or
to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural, or social identity of that
individual [5].

Medical data is a component of personal data and, accordingly,
falls within the scope of personal data protection legislation.
Medical data contains information about a person's health
status, diagnoses, treatment, examination results, etc. This
information directly relates to a specific individual (patient),
allows for its identification. Therefore the information has the
status of personal data. Accordingly, all the requirements and
guarantees of personal data protection provided by law apply to
medical data.

Personal health data should contain all data related to the
health of the data subject and disclose information about the
past, current or future state of physical or mental health of the
data subject [5].

Legal and regulatory framework for
confidentiality:

Due to Article 32 of the Constitution of Ukraine, it is not
allowed to collect, store, use and disseminate confidential
information about a person without his or her consent, except
in cases determined by law, and only in the interests of
national security, economic well-being, and human rights. This
constitutional provision contains a mandatory norm according
to which processing of information without the person's consent
is possible only if three requirements are met: a) for the interests
of national security; b) for the interests of economic well-being;
c) for the interests of human rights. The norm of the Constitution
corresponds the fundamental international documents (Universal
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Declaration of Human Rights, International Covenant on Civil
and Political Rights, Convention for the Protection of Human
Rights and Fundamental Freedoms) which prohibit unlawful
interference with the personal and family life of an individual.

The General Data Protection Regulation (GDPR) introduces
fundamental changes to the collection, processing, possession,
and transfer of health data. Patients must provide consent to the
use of their health data and can withdraw this consent at any time
or even request the deletion of their medical data. According
to the General Data Protection Regulation, a European Union
citizen can ask a healthcare facility to delete medical records
about him or her under certain circumstances and cannot be
refused [5].

The Regulation establishes uniform rules for handling personal
data for all European Union members, significantly tightens
the requirements for the protection of personal data, including
medical data, which is considered particularly sensitive, and
introduces severe penalties for violations. The General Data
Protection Regulation expands the rights of citizens regarding
their personal data, requiring companies and organizations that
process personal data to take additional protection measures
and conduct privacy impact assessments. The Regulation has an
extraterritorial effect, meaning it applies to all business entities
that process personal data of European Union citizens [5].

Judgment of the European Court of Human Rights:

The Convention on Human Rights and Biomedicine
recognizes that information about a person's health is part of the
right to respect for private life (Article 10) [6]. This provision
is also protected by Article 8 of the European Convention for
the Protection of Human Rights and Fundamental Freedoms.
The European Court of Human Rights officially interprets the
Convention and brings the norms in line with modern realities,
reveals thisrightto protection of confidential medical information
through a dynamic interpretation of the Convention's articles.
The European Court of Human Rights determines the balance of
interests in each case, in particular, by contrasting the patient's
personal interest and the public interest. However, according to
the Regulation, the interests of the patient and society in the
protecting of medical data confidentiality may be inferior to the
interests of investigation and publicity of the trial if it is proved
that such interests are more significant.

For example, in the case "Z. v. Finland", the European Court
of Human Rights acknowledged the violation of Article 8 of
the Convention with unreasonable disclosure of HIV-positive
status [7]. In addition, the European Court of Human Rights
determined that disclosure of medical data by an employer
without a valid reason is also a violation of the right to respect
for private life.

In the judgment of the European Court of Human Rights in
the case "Sidorova v. Russia", it was stated that the protection
of personal data, including medical information, is fundamental
to ensure the right to respect for private and family life. Respect
for the confidentiality of health data is of key importance to
the legal systems of all contracting parties to the Convention.
The disclosure of such information can have a decisive impact
on a person's private and family life. It also impacts the social
status and professional activities, violating them and exposing
individual to the risk of ostracism [8].
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In its judgment of 27.01.2017 in the case "Surikov v. Ukraine",
the European Court of Human Rights noted that information
related to mental health disorders is essentially very sensitive
personal data, regardless of the existence of a specific medical
diagnosis. The collection, storage, disclosure, or other types
of processing of such information fall under Article 8 of the
Convention on Human Rights [9].

Lawful disclosure of confidential medical information:

While protecting the confidentiality of medical data and patient
information is a key requirement in the healthcare industry,
there are certain cases where disclosure of such information is
permissible and lawful. The General Data Protection Regulation
and other regulations recognize that the right to confidentiality
of medical data is not absolute and may be limited in certain
exceptional circumstances. It is important to consider the most
common cases when doctor is obliged or entitled to provide
information about a patient's health status without the patient's
consent, acting in accordance with the legal norms and in the
prescribed manner.

Part 2 Article 7 of the Law of Ukraine "On Personal Data
Protection" provides the cases when personal data may be
processed for healthcare purposes, in particular for:

1) establishment of a medical diagnosis, provision of care or
treatment, medical services, monitoring of compliance with
the conditions of provision of such services, as well as for the
electronic health care system; the conditions include that the
processing is carried out by medical personnel, rehabilitation
specialists or other staff of the health care institution,
rehabilitation institution or an individual entrepreneur and their
employees; the staff needs to be entrusted with the duties of
supporting of personal data protection and the legislation on
doctor-patient confidentiality applies, including the employees
of the National and State Health Service of Ukraine, who are
also responsible of ensuring the protection of personal data;

2) quality control of medical services provided, considering
those services are carried out by employees of the Ministry of
Health of Ukraine.

3) exchange of information on financing of medical and
healthcare services, provided that such processing is carried
out by employees of the Social Insurance Fund of Ukraine,
Ukrainian Pension Fund, the Social Protection Fund for People
with Disabilities, and the Ministry of Finance of Ukraine, who
are also responsible for ensuring personal data protection.

In addition to the cases above, disclosure of medical data is
possible with the consent of the subject, or if such disclosure
is justified by a legitimate purpose and is provided for by
the domestic legislation of the country. When legitimately
disclosing medical secrecy, a healthcare professional must
be aware of the legislation which determines the medical
information provision and act upon a request in accordance
with the procedure established by law. Let's consider the most
common cases when a doctor must provide information about
the patient's health status (legitimately violate on doctor-patient
confidentiality).

+ in the interests of national security, economic well-being,
protection of human rights, territorial integrity, public order,
prevention of riots or crimes, protection of public health,



protection of reputation or rights of others, prevention of
disclosure of confidential information or maintenance of the
authority of justice (Constitution of Ukraine).

« information about the health status of minor children must
be communicated by a physician to parents, adoptive parents,
guardians, trustees (Fundamentals of the Legislation of Ukraine
on Health Care).

* bride and groom have the right to be mutually aware of their
health status (Family Code of Ukraine).

* in case of infectious diseases spread threat, enterprises,
institutions and organizations are obliged to immediately inform
the sanitary and epidemiological service authorities about
emergency situations that pose a threat to health, about patients
carrying infections or persons who have been in contact with
them (Law of Ukraine "On Protection of Population against
Infectious Diseases™).

* in case of emergency situations that bring a threat to public
health and epidemic well-being (Law of Ukraine "On Ensuring
Sanitary and Epidemic Well-being of the Population").

« notification authorized police units about domestic violence
and provide information on its prevention upon request (Law of
Ukraine "On Prevention Domestic Violence").

* sharing the information about a person's mental health
condition and provision of psychiatric care is allowed without
their consent or the consent of a representative (Law of Ukraine
"On Psychiatric Care").

+ information about HIV (human immunodeficiency
virus) status is allowed only: to the person tested, parents/
representatives; to other medical professionals for treatment of
this person; to third parties — by court decision (Law of Ukraine
"On combating the spread of diseases caused by HIV and
Legal and Social protection of people living with HIV (human
immunodeficiency virus)").

+ information about treatment in a drug treatment facility can
be provided to law enforcement if this person is prosecuted (Law
of Ukraine "Counteraction Measures against Illegal Trafficking
in Drugs, Psychotropic Substances and Precursors and Abuse
of Them").

» when releasing a tuberculosis patient from prison, information
about their health condition, need for treatment, and disease
category is provided to the tuberculosis facility at their place of
residence (Law of Ukraine "About Overcoming Tuberculosis in
Ukraine ").

» when preparing responses to attorneys' inquiries and law
enforcement requests (Article 93 of the Criminal Procedure
Code of Ukraine), disclosure of doctor-patient confidentiality is
allowed by court ruling in criminal proceedings (Articles 132,
159 of the Criminal Procedure Code of Ukraine).

* during judicial proceedings, when information that is a
medical secrecy is required, the submitting in court a motion
for retrieval for evidence is available (Article 137 of the Civil
Procedure Code of Ukraine).

+ information for the purpose of searching for missing persons
(Law of Ukraine "On the Legal Status of Missing Persons under
Special Circumstances").

+ information about the citizens health for the purpose of
military registration (Law of Ukraine "On Mobilization
Preparation and Mobilization").
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In addition, the General Data Protection Regulation highlights
another category which allows the processing of personal data
for public health purposes. We are talking about situations where
it is necessary for public interest in the area of public health, in
particular, protecting against serious cross-border health threats
or ensuring high standards of quality and safety in the health
sector and medicinal products or medical devices, in accordance
with legislation of European Union or state law. This entails
appropriate and special measures to protect the rights and
freedoms of the data subject, in particular, professional secrecy
[5].

It is important to distinguish between medical data as a type of
personal data and confidential medical information. Personal data
is always information about living individuals or legal entities.
Information concerning, in particular, medical information
of the deceased is confidential, but the Law of Ukraine "On
Personal Data Protection" does not apply to it. These legal
relations are subject to legal protection in accordance with the
Law of Ukraine "On Burial and Funeral Business", Article 7 of
which guarantees the confidentiality of information about the
deceased.

Thus, medical data by its nature is personal data, which,
due to the need for enhanced legal protection, is classified by
the legislator as confidential information. At the same time,
impersonal medical data collected, for example, for scientific or
statistical purposes, do not fall under the legislation on personal
data protection. It is the possibility of identifying a specific
person (directly or indirectly) that underlies the distinction.
Personal medical data is considered to be sensitive personal data
that requires an enhanced confidentiality regime and special
requirements for its processing in accordance with the law.

We suggest defining medical information as confidential
information with restricted access, which includes any
documented information about the diagnosis, treatment or
prevention of the patient's diseases, unrecorded confidential
medical information, data on the personal and family life of
the patient, as well as other information that became known to
medical professionals during the provision of various types of
medical care, including psychological care.

Only authorized medical professionals have access to
confidential medical information [5]. However, due to the
ambiguity of domestic legislation, not every doctor has
sufficient information about what information is considered
medical secrecy. Often, doctors and medical staff are not aware
of the procedures and peculiarities of secrecy. The International
Code of Medical Ethics of 1949 states the duties of a doctors in
relation to patients, stating that a doctor must keep everything
he or she knows about his or her patient in absolute secrecy,
even after the latter's death [10]. The obligation to maintain
doctor-patient confidentiality is also contained in the Oath
of the Doctor of Ukrainian [11]. However, the observance of
doctor-patient confidentiality is not only a matter of morality
and professional ethics. This obligation of physicians also has
a clear legal basis provided by a number of legislative acts that
establish liability for its violation. Thus, maintaining doctor-
patient confidentiality is a complex obligation for Ukrainian
healthcare professionals, which has both moral and legal
aspects. According to the current version of the Law of Ukraine



"Fundamentals of the Legislation of Ukraine on Health Care",
doctor-patient confidentiality covers all confidential information
about a patient that becomes known to health care professionals
and other persons in the course of their professional or official
duties [12]. This includes information about a person's health
status, the results of medical examinations and tests, as well
as intimate and family details of their life. The disclosure of
such information by medical workers is inadmissible, with the
exception of cases provided for by the legislation of Ukraine.

When using confidential data constituting a doctor-patient
confidentiality for educational or research purposes, in particular
in scientific publications, the absolute anonymity of the patient
must be ensured. No identifying information that could reveal
the patient's identity should be disclosed.

Doctor-patient confidentiality is a complex medical, legal, and
socio-ethical concept that represents the prohibition for a medical
professional to disclose information about a patient to third
parties. When considering the relationship between the concepts
of "medical confidentiality" and "doctor-patient confidentiality",
certain terminological inaccuracies are noticeable. In our
opinion, the term "doctor-patient confidentiality" is narrower
in meaning and does not fully cover the obligation to maintain
the confidentiality of the entire complex of information about a
person's health. The concept of "medical confidentiality" has a
broader meaning, as it relates to the field of medicine in general,
and not only the duty of a doctor not to disclose information
about a patient obtained during diagnosis and treatment.

The guarantee of doctor-patient confidentiality is the witness
immunity provided for by the provisions of the Civil Procedure
Code and the Criminal Procedure Code of Ukraine. These
legislative acts state those healthcare professionals and other
persons who, in connection with the performance of their
professional or official duties, have become aware of an illness,
medical examination, examination and their results, intimate and
family life of a person — of information constituting doctor-patient
confidentiality cannot be interrogated as witnesses [13,14].

According to the General Data Protection Regulation, there
are three types of personal data that are particularly relevant to
the healthcare sector:

1) health data: any information relating to a person's physical
or mental health, including information about medical care
received.

2) genetic data: any information that may reveal details of a
person's physiology or health, as well as the results of genetic
tests.

3) biometric data: any information related to certain physical
or behavioral characteristics of a person that can be used to
identify him or her (e.g., facial images, fingerprints) [5].

In the healthcare sector, the main sources of the personal data
are documents issued in the name of a person, documents signed
by the person, and information provided by the person. All
this data about a person in the healthcare sector is confidential
information.

The subject of medical data confidentiality is the information
about the fact of treatment in a medical institution; illness and
diagnosis; treatment methods and their results; intimate aspects
(inclinations, habits, preferences, beliefs, relationships), as well
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as family and close environment. This list may vary depending
on the specifics of the relationship between the patient and the
healthcare professional [15].

In addition to doctors, researchers identify the following range
of subjects who can access confidential medical information:

1) healthcare professionals who perform medical procedures
(e.g., nurse).

2) healthcare professionals who combine medical practice
with administrative activities (heads of departments, doctors
on duty, heads of medical units, chief physicians, and their
deputies, etc.).

3) healthcare workers who perform only administrative
functions (heads of regional and district departments, healthcare
departments, specialists of the mentioned institutions, employees
of the Ministry of Health).

4) representatives of auxiliary services of medical institutions
(human resources, financial and legal departments, computer
support, registry, etc.).

5) students at medical schools.

6) employees of the system of mandatory and voluntary health
insurance (mandatory and health insurance funds, insurance
companies, etc.).

7) employees of law enforcement, control, and supervisory
bodies (internal affairs, prosecution, sanitary and epidemiological
service, etc.) [16-18].

We recommend expanding this list. Thus, according to the
Codes of Ethics for Pharmacists (FIP) established in 2014,
pharmacists are also obliged to maintain medical secrecy. In
section 4.3, it is stated that the pharmacist must maintain the
confidentiality of the information obtained during professional
activities and the pharmacist-patient relationship, except when
the law requires or allows its disclosure [17].

According to Article 286 of the Civil Code of Ukraine,
employers and educational institutions do not have the right to
demand the disclosure of detailed information about a person's
state of health, diagnosis or treatment methods [18]. Fields for
indicating the diagnosis are provided in the sick leave (hospital)
sheets, but they are filled in only at the request of the patient
himself. In other cases, these fields are left blank. At the same
time, the name and location of the health care facility must be
indicated in the sick leave certificate, which is confirmed by the
appropriate stamp and seal. This requirement is necessary for
the registration of hospitalization, but it contradicts the patient's
right to medical confidentiality in cases where a person does not
want to disclose the fact of applying to specialized institutions,
for example, psychiatric hospitals or tuberculosis dispensaries.

The problem of medical information confidentiality of
employees who undergo medical examinations and keep
personal medical records in accordance with their professional
activities also remains unresolved [19]. The personal medical
record is provided to the employer, who is not obliged to keep
the information in it confidential, as there are no formal rules
governing this issue.

The mechanism for protecting the violated right to medical
information confidentiality:

Certain security issues relate to private electronic medical
systems. When using systems that are not certified by the



Ministry of Health, there is a threat of unlawful dissemination of
personal data of patients, as well as the use of this information
for illegal purposes. Uncertified systems may have data
protection vulnerabilities, insufficient encryption and access
control mechanisms, which creates risks of leakage of sensitive
medical information. In addition, the use of unlicensed software
increases the likelihood of malware and hacker attacks on
systems, which can lead to the compromise of patients' personal
data. The lack of proper audit and accountability in such systems
also makes it difficult to detect cases of unauthorized access or
disclosure of confidential information.

Protection of legitimate interests on confidential information
about an individual in the field of healthcare is a system of
measures aimed at preventing violation of legitimate interests
in the field of healthcare by enshrining these interests in
legislation, establishing liability for violation of such interests,
inadmissibility of arbitrary interference in an individual’s
personal life and limiting access to such data [20].

Such protection mechanism is based on the principle of
inadmissibility of arbitrary interference in the personal life, as
well as special rules establishing legal regulation of non-property
rights aimed at protecting personal life and corresponding legal
obligations. In addition, it includes rules that provide for certain
restrictions and special measures to protect these rights. The
creation of additional guarantees for the preservation (non-
disclosure) of confidential information about an individual in
the field of healthcare is one of the key tasks of the mechanism
for protecting the relevant legitimate interests.

By the Decree of the President of Ukraine no. 64/2022,
adopted February 24, 2022, martial law was imposed in the
country. According to paragraph 3 of this Decree, for the period
of martial law, constitutional rights and freedoms of a person
and citizen, in particular the right to respect for private and
family life, as provided for in Article 32 of the Constitution of
Ukraine, may be temporarily restricted.

The issue of temporary access to personal data during martial
law is legislatively regulated but does not fully comply with
the principles of the rule of law. Article 615 of the Criminal
Procedure Code of Ukraine regulates investigative actions
under martial law but does not cover temporary access to things
and documents [13]. However, this investigative action has
also undergone changes due to the Transitional Provisions.
According to the new rules, the prosecutor, in agreement with
the head of the prosecutor's office, may authorize temporary
access to medical secrecy. Making such changes to another
section allows bypass restrictions set forth in Article 615 of the
Criminal Procedure Code. Thus, the prosecutor may authorize
temporary access in any case, not only when the investigating
judge is objectively unable to perform his or her functions. The
decision-making procedure has also been changed — now the
prosecutor makes the decision and then coordinates it with the
head of the prosecutor's office. In addition, there is no obligation
to notify a higher-level prosecutor or the court of the decision.

This violates the rule of law, and the balance of human rights
guarantees and state interests, creates conditions for abuse of
power by prosecutors due to the lack of mandatory judicial
control and accountability, and leads to excessive interference
in the private life of citizens.
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Access to legal aid is a key criterion for ensuring access to
justice [21]. In legal science, remedies are defined as material
and legal means determined by law or contract aimed at restoring
(recognizing) violated (disputed) rights and legal influence on
the violator. The Application Practice Analysis of the Article 16
of the Civil Code of Ukraine, carried out by the Supreme Court
of Ukraine, contains a definition of the concept of "methods
of protection of civil rights and interests" is determined as a
mechanism of material and legal means of protection civil rights
and interests determined by law, which is brought into effect by
a court decision in case of their violation or real danger of such
a violation [22].

Violation of the right to medical information confidentiality
may be manifested in various forms of unlawful disclosure of
information with direct or indirect intent constituting medical
secrecy. This may include verbal communication of data during
a conversation, including a telephone conversation, disclosure of
information on the Internet, reports, public speeches, lectures, as
well as dissemination through television, radio, or periodicals.
In addition, disclosure is considered to be the provision of an
opportunity for unauthorized persons to familiarize themselves
with confidential medical data without proper reasons.

Compliance with personal data protection legislation is
monitored by the Ukrainian Parliament Commissioner for
Human Rights and the courts. The Commissioner conducts
inspections of compliance with the law following complaints
from citizens or within their own initiative. Based on the
results of the inspection, the Commissioner may issue binding
instructions to eliminate violations, impose administrative
penalties and send materials to the court.

The judicial method of protecting the violated right to medical
information confidentiality involves court appealing to protect
right to secrecy about personal health condition and the fact of
seeking medical care. This refers to such measures:

- filing a lawsuit to protect the right to privacy in case of
unlawful disclosure of medical information.

- demanding a refutation of false information about the state of
health disseminated by third parties.

- claim for compensation for moral and financial damage
caused by unlawful disclosure of confidential information.

- appealing against unlawful actions or inactions of medical
institutions employees, who have leaked confidential data.

Court proceedings make it possible to objectively assess the
legality of medical secrets disclosure and ensure the restoration
of violated rights in case of detecting law violations.

At the same time, the personal data subject also has the right to
submit to the confidential medical information processor claims
against the unlawful processing of their data, correction, or
destruction of the data, and to withdraw consent to processing the
data. By law, the subject has the right to receive any information
about themself from the owner or manager within 30 days after
the relevant request. Therefore, before applying the claim to the
Commissioner or to the court, it is recommended to first send a
written complaint directly to the personal data processor.

Appealing to the Commissioner does not deprive of the
right to judicial protection, but the Commissioner suspends
consideration of the complaint after the commencement of the
court proceedings. Controllers/processors of personal data may



be held administratively and criminally liable for violations of
personal data legislation [23].

Civil liability in the field of medical activities is a type of legal
liability arising from the violation of property or personal non-
property rights of citizens in the field of healthcare. It mainly
determines the need to compensate the damage caused and
to refute or disseminate information. Civil liability serves as
a means of ensuring the protection of patients' personal non-
property rights, including the right to life and health, during the
provision of medical care.

Disciplinary liability is related hospital management actions.
The health care organization management may bring an
employee who violates medical information confidentiality to
disciplinary liability in the form of a reprimand or dismissal
[24]. The employer must obtain explanations from the
perpetrator or record the fact of refusal to provide them. The
basis for disciplinary liability is an internal investigation by the
employer, which is initiated based on complaints from patients,
employees’ memos or notes and other evidence of patient rights
violations.

Administrative liability is mostly imposed on the healthcare
institution itself. Regulatory authorities may impose
administrative sanctions on healthcare institutions that allow
unauthorized disclosure of confidential medical information.

Criminal liability is the most severe type of legal liability for
healthcare professionals offenses committed during professional
activities. The Criminal Code of Ukraine determines
responsibility for intentional disclosure of medical secrecy
(Article 145) and for information disclosure about medical
examination for HIV (human immunodeficiency virus) or other
incurable infection (Article 132) [25].

Conclusion.

Preserving the confidentiality of medical information is
an integral part of the human right to health care, medical
assistance, and medical insurance. Despite the existence of legal
acts regulating the protection of personal medical data about an
individual, there are still gaps and inconsistencies in this area in
Ukraine. Medical information in the broad sense is defined as
confidential information with restricted access, which includes
any documented information about the diagnosis, treatment or
prevention of the patient's diseases, unrecorded confidential
medical information, data on the personal and family life of
the patient, as well as other information that became known to
medical professionals during the provision of various types of
medical care, including psychological care.

The authors analyze the legal grounds and cases of possible
lawful disclosure of confidential medical information, in
particular in the interests of national security, public order,
public health protection, etc. The paper examines the judgments
of the European Court of Human Rights in cases concerning
confidential medical information protection. Attention is paid
to issues of confidentiality protection in electronic medical
systems and requirements for secure data processing in
the digital environment. The authors identify the cases of
insufficient access regulation of medical secrecy during martial
law. The mechanism for protecting the violated right to medical
information confidentiality involves appealing to the Ukrainian
Parliament Commissioner for Human Rights or to the court.
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It is reasoned that judicial proceeding makes it possible to
objectively assess the legality of medical information disclosure
and to ensure the restoration of violated rights if violations of
confidentiality legislation are detected. The authors emphasize
that judicial protection is an important guarantee of the right
to medical information confidentiality about an individual in
the health care. The article highlights the increasing role of
international legal acts for ensuring the protection of medical
data in the European Union and Ukraine.
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